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The growth of internet-of-things (IoT) inspired use cases in different run of the mill 
environments such as cities, industries, healthcare, agriculture, and transportation, has 
led to a greater desire for safer IoT data gathering and storage. However, securing 
IoT is challenging due to form-factor, complexity, energy, and connectivity limita- 
tions. Conventional coding-based security techniques are unsuitable for ultra-reliable 
low-latency and energy-efficient communication in IoT. Numerous research studies 
on physical layer security (PLS) techniques for fifth generation (5G) have emerged 
recently, but not all of the solutions can be used in IoT networks due to complexity 
limitations. Non-orthogonal multiple access (NOMA) is billed as a possible technol- 
ogy to solve connectivity and latency requirements in IoT. In this study, we exploit the 


access power allocation characteristics of NOMA to enhance security in a downlink device- 

Physical layer security to-device (D2D) decode and forward (DF) IoT network infiltrated by an eavesdropper. 
Our performance metric of choice is the secrecy outage probability (SOP). We formu- 
late exact SOP results for different users. Simulation results demonstrate the positive 
impact of NOMA on SOP in a D2D IoT-NOMA network. 
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1. INTRODUCTION 

The promise of 10x spectral efficiency and connectivity in fifth generation (5G), has driven the adop- 
tion and development of internet-of-things (IoT) in different scenarios ranging from agriculture to transporta- 
tion. Consequently, the transmission security of IoT networks is now an urgent requirement as public and 
government scrutiny has increased on data collection and security habits of IoT applications. Physical layer 
security (PLS) technology is an alternative to conventional cryptography-based security technologies in IoT 
networks as it does not affect latency nor increase packet lengths [I]. However, not every PLS technique can 
be introduced into IoT networks because of the unique characteristics of IoT devices which tend to have small 
form-factors, energy constraints and limited signal processing capability [I], [2]. 

To speedup spectral efficiency in next generation wireless system, non-orthogonal multiple access 
(NOMA) can be recommended as the leading technology since it exhibits higher connectivity and low latency 
demands as well [3-8]. These are features important for the next generation support of IoT communication 
functions [9]. NOMA is an advance on orthogonal multiple access, as its supreme feature is power-domain 
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multiplexing which exploits and allows interference amongst users. Also, message superposition coding and 
successive interference cancellation (SIC) are tools it relies on to mitigate interference in the network [4], [T0]. 

There have been several studies on the security of NOMA-assisted IoT networks (1 1}-(15]. The 
author study the use of NOMA in improving security and quality of service (QoS) of IoT networks hosting 
a passive eavesdropper by taking advantage of NOMA’s power allocation ability [16]. The authors develop 
an anti-eavesdropping security scheme for the cooperative NOMA-IoT network [17]. The authors formulated 
closed-form secrecy outage probability (SOP) results. The author investigated secure transmission in a NOMA- 
IoT network consisting of latency and security-sensitive devices [18]—[20]. Furthermore, (21|—(23] investigated 
SIC NOMA in full-duplex device-to-device (D2D) IoT and derived sum-throughput expressions, and closed- 
form outage probability (OP) and secrecy rate expressions. 

The main advantages of NOMA is the concept of perfect and imperfect SIC, and resource allocation as 
seen in [1], {10}, [19], [20]. Inspired by these ideas, we exploit NOMA’s power allocation strategy to enhance 
security in a downlink D2D IoT network invaded by an eavesdropper, to reduce the SOP at the intended users. 
Based on the above ideas, we introduce brief findings as the key results as shown in: 


— We try to figure out outage behavior of the system by computing closed-form formula. These expressions 
are dedicated to evaluate performance of different users since these users are assigned with Rayleigh fading 
channel conditions. 


— We plot the relationship of SOP under different scenarios such as power allocation variation, residual in- 
terference, transmitter interference, and change in target data rate. We especially show that the inherent 
characteristics of power-domain NOMA improve the SOP of IoI-NOMA networks. All the results are 
validated using Monte Carlo simulations. 


The rest of this study is organized as follows. In section 2, the secure transmission for D2D can 
be deployed for downlink IoT system. Then, section 3 is main part conducting secrecy outage performance 
analysis by fidning closed-form expressions. In section 4, we discuss the significance of the obtained results. 
While we conclude main findings and important remarks in section 5. 


2. THE MODEL OF D2D IOT-ASSISTED NOMA SYSTEM 

In Figure 1, a downlink secure transmission originated from a base station (BS) which serve two 
users, i.e. near user D, and the far user Dz while an eavesdropper wants to overhear signal from link BS- 
Dı. To transmit signals from the BS, two superimposed signals are conducted, x;, (i = 1,2) are unit power 
signals which target destinations D;. We call P, ass the transmit power from the BS. To easy compute outage 
performance, fixed power allocation factors are employed in this scenario, i.e. Y; with O < pi < 1 and 
pı + Y2 = 1, Yı < Y2. Following the principle of NOMA, the coded signal is processed at the BS is given 
by: 


x = yp Pixi + VveP ize. (1) 


Ebs A £1 N 
A ———> D) —— b 
D 1 D 2 
BS S 
E 
Figure 1. System model of D2D NOMA reliant IoT network 
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To look at imperfect CSI, ņı is characterized as the error term. Itis assumed as complex Gaussian 
distributed random variable and it follows CN (0, K1) B4]. The received signals at user D; can thus, be written 
as PA: 

YB—D, = (Gos +m) £ +01, (2) 


where o is the complex Gaussian noise at User Dı with o1 ~ CN (0, No). gos denotes the channel responses 
from the BS to Dı with ges ~ CN (0, àss). At the receiving nodes, we assume channel state information 
(CSD is not known perfectly, thus, the CSI (estimated channel) at each node is given by gps. Conducting SIC 
operation, the user D; first decodes x2, then xı. By decoding x2, the signal-to-interference-plus-noise ratio 
(SINR) could be computed by: 

v2prl9os|- 


71,2 = ; (3) 
wrprlgos|” + pki +1 


where pı = = After performing SIC, the interference is deleted at user Dı. We compute SNR which is 
intended to have own signal x; for the user Dı and SNR is formulated by: 


= YPrlgesl” (4) 
P1R1 + 1 
After Dı successfully decodes z9, the received signal at Də can given by [24]: 
YD. = (91 + n2) V P2x2 + 02, (5) 


where P» is the total transmit power of the Dı. co is the complex Gaussian noise at user Də with og ~ 
CN (0, No). gı denotes the channel responses from the D, to Də with gı ~ CN (0, A1). 72 is the error term, 
which is typically modeled as a complex Gaussian distributed random variable with CN (0, k2) [24]. The 


SINR to detect x2 at Də is: 
i 


p2|g1 
= —————, 6 
Ue aati (6) 
where p2 = v The received signal at Æ from D; is: 
YE = Je (VbrPan T VibaPat2) + Ce, (7) 


where ce is the complex Gaussian noise at E with oe ~ CN (0, Ne), ge denotes the channel responses from 
the D, to E is given as [25]; 


YE, = ViPelgel’, (8) 


where pe = fa In the next step, we should mention capacity to measure how information is processed from 
the source to Dı and from D; to D2, respectively. These expressions o channel capacity are given by: 


1 ‘ 
Cp, = 51082 (1+ min (¥1,2,71)); 


and 1 
Cp, = slog. (1 + min (71,2,72))- ~ 


Also, we deal with channel to eavesdropper, and we can compute the capacity related to the eaves- 
dropping channel as: 


1 
Cr, = z082 (1 + 72;)- (11) 
Finally, the secrecy capacity for D; can be expressed as 
Ci = (Cp, - Cr”, (12) 


where [x]" = max (0, x). 
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3. ANALYSIS OF SECRECY OUTAGE PROBABILITY 
It is noted that all channels follow the Rayleigh distribution with cumulative distribution function 
(CDF) and probability density function (PDF) can be: 


E Sale (-<) , (13) 


and 


1 
fisol? (x) = l (-<) , (14) 


where Q = {bs;1;e}. In this section, we pay attention on SOP performance which is necessary to evaluate 
security of the considered system. Therefore, in this section, the analytic expressions could be computed based 
on some provided distributions of related channels. 


3.1. SOP of D; 
The SOP of D, can be expressed as [24]: 


SOP, =1—Pr (He si ee &) 


1+7B2 TYE, 
1+ 1 
=1-Pr (72 ™2 > G) pr( 22 > a), (15) 
1+ YE2 1+ YE1 
>" SS 
Ai A2 


where ¢; = 2?Ri R; is the target data rate for user D;. From (15), we can observe that the variables 71,2 is 
correlated with 7, making exact analysis of SOP, intractable. Hence, we focus on the analysis for high SNR 
regime and adopt the following upper bounds 71,2 < g2. Then, an upper bound of A; can be obtained as: 


Ay = Pr (jue >) 


= Pr (11,2 Z &2 — 1 + Gyn) 
= Pr (V1.2 > 2+ 27E) 


x Pr (2 > G + Cov'opelsel”) (16) 
i ce 

~ 1- Pr (lge? > Sete) 

2 ye-Oy1 

1 exp Cotip2pere J ? 


where © = Q — 1. From (15), A» can be obtained as: 


As = Pr( ltr > Gi) 


Lys, 
= Pr (yı > + 7x) 
G1 +6101 pelgel* 141 
= Pr (gpl? > Eretna over 


poo (C1+6141 pew) (piri +1) 

= fo (1 = Fig? ( Pipi figa? (©) dx 
1+1) v1 t1)Ci pe 

= = exp ( — j| K exp ( (ardar + +) x) dx 

= P1 Abs A (pik t+)G 

~~ (pikitl)Ciperet+pirbs exp ( W1pirds ) 2 


(17) 


where & = ¢, — 1. Finally, from (16) and (17) into (15), the SOP for D; is given by: 


= b2-Gv 
SOP, =1 [1 exp ( ee) (18) 
( matii) ; 


W1pirbs 


pirbs R 
x (p1kitl)Ciperct+pirbs SXp 
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3.2. SOP of D2 


The SOP of Də is written as: 


SOP, =1-—Pr (He >Q, e > (2) 


1+ £5 1+7E2 
1+ 1 
- 1- Pr (1 > @) Pr ( Tk >a). (19) 
I+ YE2 1+ YE 
SS SS 
Bı B2 


From (19), Bı is calculated similarly to A;. On the other hand, Bz can be obtained as: 


i = Pr (je 2 &) 
= Pr (y2 z G+ 62°YEa) 
= Pr Gi > (Co+Cov2pelGel?) (p22 +1) 


P2 


=f (1- Fin (Go+622 hex) (p2%2+1) far (x) dx 


P2 
_ $ exp ( Laras \ ie exp ( ( uergen 4 x) x) dx 


P2a1 


= p2r4 exp ( — (e2k2+162 
(p2k2+1)Co2peryctp2A1 p2à1 


Finally, from (16), (20) into (19), the SOP for Də is given by: 


SOP, =1- |1- exp (- 224) 


CoW1 p2pere 
z (21) 
par (p2k2+1)¢ 
5 (para Fita y2p. As FPA SZP ( pA *) 
4. NUMERICAL AND SIMULATION RESULTS 
The system parameters in our evaluations are as follows: %1 = 0.2, Ry = Rg = 0.2 (bps/Hz), 


kı = k2 = 0.001, p1 = 30 (dB), pe = 1 (dB), Abs = A1 = 1, and A. = 0.01. We assume p2 = 0.5p1. Monte 
Carlo simulations are used to verify the performance results. 


Figure 2 shows the relationship between SOP and transmit pe, with different values of Yı. In (18) and 
(21) are necessary to computed and verified via simulation and the analytical lines can be seen. Furthermore, 
we notice the gaps between the SOP lines at different intervals of pe, with D, at Yı = 0.4 intersecting Dı at 
pı = 0.2 at about pe = 12 (dB). Also, D: at Yı = 0.4 and D2 at Yı = 0.4 at pe = 10 (dB) start to deteriorate 
rapidly and converge at p = 15 (dB). It can be observed from Figure 2, the SOP of Dı and Dz become weaker 
with the increase in pe regardless of the value of 1. The reason being that as pe increases beyond 15 (dB) the 
capacity of eavesdropper channel Cp, in (11) also increases, thus, reducing the secrecy capacity C; in (12). 


Figure 3 highlights the relationship between SOP and transmit p2, with different values of kı = k2. 
In (18) and (21) are used to obtain the analytical lines. From Figure 3, we see that increasing p2 improves 
the SOP regardless of the values of xı = K2. This is due to the capacity of the eavesdropper channel Cg, in 
(11) decreasing, thereby, improving the secrecy capacity C; in (12). We also observe that increasing kı = Kg 
from 0.001 to 0.005 improves the SOP of D; and Də significantly. Də at kı = Kg = 0.001 has the best 
SOP performance compared to the other lines, because the residual interference at D2 is less than D; as it 
further away from the base station. We also observe that the SOP of D; at kı = k2 = 0.001 and Dz at 
kı = k2 = 0.005 converge at pe = 40 (dB), highlighting the impact of residual interference on SOP for both 
Dı and Də. 
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Figure 2. SOP vs transmit pe with different 71 
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Figure 3. SOP vs transmit p2 with different kı = K2 


Figure 4 demonstrates the relationship between SOP and transmit pe, with different values of pı. In 
(18) and (21) are used to obtain the analytical lines. From Figure 4, we observe that increasing p1 pe weakens 
the SOP of both Dı and Dg. This is due to the capacity of the eavesdropper channel Cp, in (11) increasing, 
thus, decreasing the secrecy capacity C; in (12). We also observe the convergence of the different SOP lines at 
Pe = 20dB, demonstrating that after this dB value. Dı and Də lose any benefits of a change in transmit pı 
value. 

Figure 5 depicts the relationship between SOP and transmit p1, with different values of Ry = Ro. In 
(18) and (21) are used to obtain the analytical lines. From Figure 5, we visualize that increasing pı improves 
the SOP of both Dı and D2. We also observe the intersection of the SOP of D; at Ri = Rg = 0.2bps/Hz 
line and the SOP of Də at Ry = Rz = 0.5bps/Hz at pı = 30dB. Figure 5 demonstrates the impact of target 
rate Rı and Rə on SOP. 
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Figure 4. SOP vs transmit pe with different p1 Figure 5. SOP vs transmit pı with different Ry = R2 


5. 


MAIN FINDINGS ANALYSIS AND CONCLUSION 
We have demonstrated how secrecy outage probability is necessary to evaluate secure performance of 


a device-to-device IoT network with power-domain NOMA assistance. We also derived expressions of secrecy 
outage probability for different users. Our results showed the secrecy outage performance of the IoT network 


users 


under different network conditions such as power allocation variation, residual interference, transmitter 


interference, and target data rate changes. Finally, simulation results verified the correctness of the formulated 
results and proved that the inherent characteristics of power-domain NOMA can secure downlink device-to- 
device IoT-NOMA networks against eavesdroppers. 
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